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1. XYZ Network Traffic Analysis and Security Assessment 

Infoguard conducted analysis of XYZ’s network traffic its applications.  This report provides visibility into content 
traversing the network and their associated risks, users, sources, destinations and summarizes the analysis 

beginning with key findings and an overall business risk assessment. Beyond that, the report analyzes XYZ 
traffic based on specific applications, the technical risks and threats, and provides a high level picture of how 

the network is being used. The report closes with a summary and recommended actions to mitigate the risk to 
the organization. 

2. Summary and Key Findings 

Key findings that should be addressed by XYZ: 
 

 A high volume of data transfer to different countries. 
 

 A high number of attacks from different countries. 
 

 Applications that can lead to Intellectual Property and confidential data loss. 
File transfer applications (peer-to-peer and/or browser-based) are in use, exposing XYZ to significant 
security, data loss, compliance and possible copyright infringement risks. 

 

 Applications that can be used to conceal activity. 
IT savvy employees are using applications that can conceal their activity. Examples of these types of 
applications include external proxies, remote desktop access and non-VPN related encrypted tunnel. 
Visibility into who is using these applications, and for what purpose should be investigated. 

 

 Applications used for personal communications. 
Employees are using a variety of applications that enable personal communications. Examples include 
instant messaging (a single user 400 Skype calls to 40 countries) , webmail, and VoIP/video conferencing. 
These types of applications can introduce productivity loss, compliance and business continuity risks. 
 

 Personal applications are being installed and used on the network. 
End-users are installing and using a variety of non-work related applications that can elevate business and 
security risks. 

 

 Bandwidth hogging, time consuming applications in use. 
Media and social networking applications were found. Both of these types of applications are known to 
consume corporate bandwidth and employee time. 
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3. Top 50 Attacker Countries 

 

Figure 1: Top 50 attacker countries    
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1. Spyware on the Network & Source Countries 

Receive 
Time 

Threat Source address 
Destination 

address 
User Application 

Source 
Country 

4/22/2014 
19:46 spyware 62.210.151.222 12.226.156.245   sip FR 

4/22/2014 
19:46 spyware 62.210.151.222 12.226.156.243   sip FR 

4/22/2014 
12:50 spyware 82.80.204.14 192.168.41.121  sgarg web-browsing IL 

4/22/2014 
12:50 spyware 74.125.224.64 192.168.41.121  sgarg 

google-
analytics US 

4/22/2014 
10:41 spyware 95.163.121.157 12.226.156.245   sip RU 

4/22/2014 
10:41 spyware 95.163.121.157 12.226.156.243   sip RU 

4/22/2014 
5:59 spyware 192.40.3.239 12.226.156.243   sip US 

4/21/2014 
18:45 spyware 192.40.3.239 12.226.156.245   sip US 

4/21/2014 
18:37 spyware 91.108.176.104 12.226.156.245   sip EE 

4/21/2014 
13:36 spyware 109.200.1.50 12.226.156.245   sip GB 

4/21/2014 
13:36 spyware 109.200.1.50 12.226.156.243   sip GB 

4/21/2014 
12:50 spyware 82.80.204.14 192.168.41.121  sgarg web-browsing IL 

4/21/2014 
12:50 spyware 74.125.239.35 192.168.41.121  sgarg 

google-
analytics US 

4/21/2014 
11:21 spyware 185.5.55.234 12.226.156.245   sip LT 

4/21/2014 
11:21 spyware 185.5.55.234 12.226.156.243   sip LT 

4/21/2014 
10:26 spyware 74.125.239.102 10.2.1.121  hgandhi 

google-
analytics US 

4/21/2014 
10:25 spyware 82.80.204.14 10.2.1.121   web-browsing IL 

4/21/2014 
4:49 spyware 91.108.176.104 12.226.156.243   sip EE 

4/21/2014 
3:45 spyware 89.46.102.13 12.226.156.243   sip RO 

4/20/2014 
21:06 spyware 89.46.102.13 12.226.156.245   sip RO 

4/20/2014 
20:11 spyware 198.50.215.27 12.226.156.245   sip CA 

4/20/2014 
20:11 spyware 198.50.215.27 12.226.156.243   sip CA 
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2. Top Threats Traversing the Network 

The increased visibility into the traffic flowing across the network helps improve threat prevention by determining exactly 

which application may be transmitting the threat, not just the port and protocol. This increased visibility into the actual 

identity of the application means that the threat prevention engine can quickly narrow the number of potential threats 

down, thereby accelerating performance. 

 

Risk Application App Category 
App Sub 
Category 

Threat/Content Name Count 

5 webdav general-internet file-sharing HTTP OPTIONS Method 51 

5 ftp general-internet file-sharing FTP Login Failed 33 

4 sip collaboration voip-video SIP Register Request Attempt 1138697 

4 sip collaboration voip-video SIP Register Message Brute-force Attack 134023 

4 
ssh 

networking 
encrypted-
tunnel SSH2 Login Attempt 38759 

4 
ssl 

networking 
encrypted-
tunnel 

SSL Renegotiation Denial of Service 
Vulnerability 10269 

4 web-browsing general-internet internet-utility HTTP Unauthorized Error 7056 

4 
facebook-
base collaboration 

social-
networking 

SSL Renegotiation Denial of Service 
Vulnerability 5819 

4 web-browsing general-internet internet-utility HTTP WWW-Authentication Failed 4891 

4 
web-browsing 

general-internet internet-utility 
Generic GET Method Buffer Overflow 
Vulnerability 3151 

4 web-browsing general-internet internet-utility HTTP OPTIONS Method 2283 

4 
sip 

collaboration voip-video 
Microsoft Communicator INVITE Flood Denial 
of Service Vulnerability 1576 

4 
dns 

networking infrastructure 
Suspicious DNS Query 
(generic:api.greygray.biz) 1035 

4 dns networking infrastructure Suspicious DNS Query (PWS.fapk:advombat.ru) 835 

4 dns networking infrastructure Suspicious DNS Query (generic:ibnlive.in.com) 801 

4 sip collaboration voip-video SIP Bye Request Attempt 722 

4 web-browsing general-internet internet-utility HTTP GET Requests Long URI Anomaly 478 

4 web-browsing general-internet internet-utility JavaScript Obfuscation Detected 424 

4 
dns 

networking infrastructure 
Suspicious DNS Query 
(generic:api.megabrowse.biz) 412 

4 
dns 

networking infrastructure 
Suspicious DNS Query (Trojan-
Dropper.sysn:ak.imgfarm.com) 271 

4 
ssh 

networking 
encrypted-
tunnel SSH User Authentication Brute-force Attempt 252 

4 dns networking infrastructure DNS ANY Request 237 

4 
web-browsing 

general-internet internet-utility 
Microsoft ASP.NET Remote Unauthenticated 
Denial of Service Vulnerability 228 

4 web-browsing general-internet internet-utility Adobe PDF File With Embedded Javascript 222 

4 dns networking infrastructure Suspicious DNS Query (generic:tracker.ccc.se) 198 

4 
gmail-base 

collaboration email 
SSL Renegotiation Denial of Service 
Vulnerability 181 

4 
dns 

networking infrastructure 
Suspicious DNS Query 
(generic:cdn.ministerial5.com) 131 

4 
web-browsing 

general-internet internet-utility 
Microsoft ASP.Net Information Leak 
Vulnerability 127 

4 sip collaboration voip-video Sipvicious.Gen User-Agent Traffic 118 

4 dns networking infrastructure Suspicious DNS Query (generic:s.m2pub.com) 95 

4 yahoo-voice collaboration voip-video SIP Register Request Attempt 50 

7 Pages Removed 
Figure 5: Top threats identified. 
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3. Business Risks Introduced by High Risk Applications 

Identifying the risks an application poses is the first step towards effectively managing the related business risks. 

The potential business risks that can be introduced by the applications traversing the network are determined by 
looking at the behavioral characteristics of the applications. Each of the behavioral characteristics can introduce 
business risks.  

4. Application Characteristics That Determine Risk 

The application behavioral characteristics is used to determine a risk rating of 1 through 5. The characteristics are an integral 
piece of the application visibility that administrators can use to learn more about a new application that they may find on 
the network and in turn, make a more informed decision about how to treat the application. 
 

Application Behavioral Characteristic Definitions 
 

Prone to misuse. Used for nefarious purposes or is easily configured to expose more than intended. Examples 
include SOCKS, as well as newer applications such as BitTorrent and AppleJuice. 
 

Tunnels other applications. Able to transport other applications. Examples include SSH and SSL as well as 
Hopster, TOR and RTSP, RTMPT. 
 

Has known vulnerabilities. Application has had known vulnerabilities – and typically, exploits. 

 

Transfers files. Able to transfer files from one network to another. Examples include FTP and P2P as well as 
webmail, online filesharing applications like MegaUpload and YouSendIt!. 
 

Used by malware. Has been used to propagate malware, initiate an attack or steal data. Applications that are used 

by malware include collaboration (email, IM, etc) and general Internet categories (file sharing, Internet utilities). 
 

Consumes bandwidth. Application consumes 1 Mbps or more regularly through normal use. Examples include 

P2P applications such as Xunlei and DirectConnect as well as media applications, software updates and other 
business applications. 
 

Evasive. Uses a port or protocol for something other than its intended purpose with intent to ease deployment or 
hide from existing security infrastructure. 

 
With the knowledge of which applications are traversing the network, their individual characteristics and which employees 
are using them, XYZ is enabled to more effectively decide how to treat the applications traffic through associated security 
policies. Note that many applications carry multiple behavioral characteristics. 
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5. Top High Risk Applications in Use 

The high risk applications sorted by category, subcategory and bytes consumed are shown below. The ability to 

view the application along with its respective category, subcategory and technology can be useful when 

discussing the business value and the potential risks that the applications pose with the respective users or 

groups of users. 

 

 
 

 
  

About 400 applications traversing XYZ network 

Key observations on the 50 high risk applications: 

Activity Concealment: 

Proxy (5) and remote access (14) applications were found. IT savvy employees are using these applications with 

increasing frequency to conceal activity and in so doing, can expose XYZ to compliance and data loss risks. 

File transfer/data loss/copyright infringement: 

Peer-to-Peer (P2P) applications (21),  and browser-based file sharing applications  (32) with over 80 gig bytes file 

transfer were found. These applications expose XYZ to data loss, possible copyright infringement, compliance risks and 

can act as a threat vector. 

Personal communications: 

A variety of applications that are commonly used for personal communications were found including instant messaging (5), 

webmail (9), and VoIP/video (4). These types of applications expose XYZ to possible productivity loss, compliance and 

business continuity risks. 

Bandwidth hogging: 

Applications that are known to consume excessive bandwidth including photo/video, audio and social networking were 

detected. These types of applications represent an employee productivity drain and can consume excessive amounts of 

bandwidth and can act as potential threat vectors. 
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6. Top Applications Traversing the Network 

About 400 applications (based onseverity and  bandwidth consumption), sorted by category and subcategory are shown 

below. The ability to view the application category, subcategory and technology is complemented by the behavioral 

characteristics (previous page), resulting in a more complete picture of the business benefit an application may provide. 

 

Risk Application 
Name 

App Category App Sub 
Category 

App 
Technology 

Bytes Sessions 

5 vnc-base networking remote-access client-server 7.02577E+11 603 

5 http-video media photo-video browser-based 84822761194 10968 

5 ftp general-internet file-sharing client-server 67387881307 20072 

5 skype collaboration voip-video peer-to-peer 35030180747 142142 

5 smtp collaboration email client-server 6616705458 80263 

5 jabber collaboration instant-messaging client-server 3951834032 299947 

5 http-audio media audio-streaming browser-based 3626526388 3774 

5 google-docs-base business-systems office-programs browser-based 2040488711 7784 

5 vimeo-base media photo-video browser-based 1871318238 2296 

5 funshion media photo-video client-server 1736859854 78345 

5 youku media photo-video browser-based 212866256 106 

5 logmein networking remote-access client-server 91943299 928 

5 rss general-internet internet-utility client-server 73566426 1441 

5 bittorrent general-internet file-sharing peer-to-peer 61096086 105655 

5 tudou media photo-video browser-based 41213142 87 

5 stumbleupon collaboration social-networking browser-based 16046272 3247 

5 webdav general-internet file-sharing browser-based 9127690 2852 

5 brightcove media photo-video browser-based 5913887 86 

5 http-proxy networking proxy browser-based 5207937 360 

5 irc-base collaboration instant-messaging client-server 1967782 8 

5 ares general-internet file-sharing peer-to-peer 1855176 219 

5 kugoo general-internet file-sharing peer-to-peer 757211 11 

5 zelune networking proxy browser-based 623750 3 

5 qq-file-transfer general-internet file-sharing client-server 382132 6 

5 coralcdn-user networking proxy browser-based 45460 1 

5 transferbigfiles general-internet file-sharing browser-based 15408 1 

5 emule general-internet file-sharing peer-to-peer 426 3 

5 manolito general-internet file-sharing peer-to-peer 62 1 

4 web-browsing general-internet internet-utility browser-based 7.58734E+11 13423370 

4 ssh networking encrypted-tunnel client-server 7.20254E+11 63551 

4 ssl networking encrypted-tunnel browser-based 5.23916E+11 5375781 

4 ms-rdp networking remote-access client-server 71862220174 8019 

4 flash general-internet internet-utility browser-based 40543738753 102972 

4 youtube-base media photo-video browser-based 39962097124 17069 

4 ms-update business-systems software-update client-server 37919167815 54301 

4 gmail-base collaboration email browser-based 35790488792 130674 

4 rtmp media photo-video browser-based 33704633521 6357 

4 ms-exchange collaboration email client-server 30828744602 76940 

4 apple-appstore general-internet internet-utility client-server 28521777035 2387 

4 facebook-base collaboration social-networking browser-based 21043025452 406126 

4 rtmpe media photo-video browser-based 14099059864 573 

4 dailymotion media photo-video browser-based 4547283310 5883 

 

Pages Removed  

Figure 3: Applications that are consuming the most bandwidth, sorted by category, subcategory and technology 
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7. Application Subcategories 

The subcategory breakdown of all the applications found, sorted by bandwidth consumption provides an excellent 

summary of where the application usage is heaviest. These data points can help IT organizations more effectively 

prioritize their application enablement efforts. 

 

Sub-Category Number of Applications Bytes Consumed Sessions Consumed 

internet-utility 5 840,456,335,343 40,489,955 

file-sharing 12 70,443,588,452 235,616 

encrypted-tunnel 6 1,456,732,444,913 5,919,596 

photo-video 22 12,085,115,651 64,202 

database 1 38,051,293,438 6,046 

Gemail & SMTP 2 42,930,733,475 216,712 

audio-streaming 3 18,847,406,700 35,475 

social-networking 2 25,051,056,750 502,909 

infrastructure 4 41,767,791,512 30,197,725 

proxy 5 6,106,635 444 

software-update 3 47,612,311,901 54,512 

routing 2 189,171,432 474 

auth-service 1 5,715,216,986 3,795,608 

instant-messaging 24 6.307,349,246 367,790 

general-business 3 55,271,859,996 145,187 

storage-backup 2 44,475,104,985,390 1,354,912 

gaming 6 97,899,341 28,197 

management 22 90,437,591,168 2,356,211 

remote-access 14 778,610,354,102 11,233 

voip-video 13 38,212,901,557 2,431,616 

social-business 6 48,988,231,854 25,543,371 

office-programs 9 5,543,971,102 21,589 

web-posting 3 963,841,684 44,159 

erp-crm 3 29,058,234 1,142 

Grand Total 173 48,054,293,061,959 113,896,955 

 

Pages Removed 

Figure 4: Subcategory breakdown of some of  the applications found. 
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8. Cloud or Online Data Storage in other Countries 

Receive 
Time 

Source 
address 

Source 
User 

 Bytes  Bytes 
Sent 

Bytes 
Received 

Category Destination 
Country 

4/16/2014 
15:46 

10.2.1.114 xxx   19,089,571   421,811  18,667,760  online-storage-
and-backup 

CR 

4/4/2014 
13:49 

192.168.41.26 xxx   14,931,898  495,156  14,436,742  online-storage-
and-backup 

AU 

3/31/2014 
11:23 

192.168.41.73 xxx   13,167,704  321,321  12,846,383  online-storage-
and-backup 

CR 

4/14/2014 
15:57 

192.168.41.156 xxx     8,932,792   210,546    8,722,246  online-storage-
and-backup 

EU 

3/28/2014 
7:35 

192.168.41.218 xxx     8,891,657   320,114   8,571,543  online-storage-
and-backup 

CR 

3/24/2014 
16:26 

192.168.41.74 xxx     8,630,534   218,753    8,411,781  online-storage-
and-backup 

AU 

3/26/2014 
10:15 

192.168.41.59 xxx     8,499,263   172,928    8,326,335  online-storage-
and-backup 

CR 

4/14/2014 
12:15 

192.168.41.74 xxx     7,612,847   159,726   7,453,121  online-storage-
and-backup 

CR 

3/31/2014 
16:11 

192.168.41.152 xxx     7,119,605   152,167    6,967,438  online-storage-
and-backup 

DE 

3/27/2014 
11:10 

10.2.1.119 xxx     5,563,386   122,470    5,440,916  online-storage-
and-backup 

CR 

3/26/2014 
16:26 

10.2.1.119 xxx     5,450,004    133,511    5,316,493  online-storage-
and-backup 

EU 

4/10/2014 
17:58 

192.168.41.26 xxx     4,974,028   104,121    4,869,907  online-storage-
and-backup 

FR 

4/15/2014 
14:56 

192.168.41.74 xxx     4,852,246   129,233    4,723,013  online-storage-
and-backup 

AU 

4/9/2014 
8:17 

192.168.41.26 xxx     4,773,003   117,985     4,655,018  online-storage-
and-backup 

AU 

3/27/2014 
13:37 

192.168.41.173 xxx     4,456,616   119,875    4,336,741  online-storage-
and-backup 

AU 

3/24/2014 
17:52 

192.168.41.243 xxx     1,110,406  065,221    45,185  online-storage-
and-backup 

CN 

3/25/2014 
17:40 

192.168.41.243 xxx     1,109,854  066,739       43,115  online-storage-
and-backup 

CN 

3/28/2014 
18:59 

192.168.41.243 xxx     1,109,334  066,909       42,425  online-storage-
and-backup 

CN 

3/27/2014 
19:24 

192.168.41.243 xxx     1,108,668  1,065,243       43,425  online-storage-
and-backup 

CN 

3/26/2014 
19:05 

192.168.41.243 xxx     1,108,488  1,065,243       43,245  online-storage-
and-backup 

CN 

3/29/2014 
7:55 

192.168.41.243 xxx        932,512     895,095      37,417  online-storage-
and-backup 

CN 

3/28/2014 
23:59 

192.168.41.243 xxx        465,564    447,579      17,985  online-storage-
and-backup 

CN 

4/2/2014 
9:54 

192.168.41.243 xxx        338,378    325,493      12,885  online-storage-
and-backup 

CN 

3/24/2014 
19:55 

192.168.41.243 xxx        295,672    283,387      12,285  online-storage-
and-backup 

CN 

3/25/2014 
19:55 

192.168.41.243 xxx        264,095    254,288   9,807  online-storage-
and-backup 

CN 

4/1/2014 
16:05 

192.168.41.243 xxx        214,612    205,627      8,985  online-storage-
and-backup 

CN 

Figure 2: Data storage in other countries 
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9. Spyware Infected Hosts  

Risk 
XYZ User Destination address Source address Threat/Content Name 

4 XXX 192.168.41.154 82.80.204.14 Suspicious user-agent strings 

4 XXX 10.2.1.168 82.80.204.14 Suspicious user-agent strings 

2 XXX 10.2.1.168 74.125.239.96 Suspicious user-agent strings 

4 XXX 12.226.156.243 85.25.195.172 Sipvicious.Gen User-Agent Traffic 

4 XXX 192.168.41.113 82.80.204.14 Suspicious user-agent strings 

2 XXX 192.168.41.154 74.125.239.40 Suspicious user-agent strings 

4 XXX 12.226.156.245 85.25.195.172 Sipvicious.Gen User-Agent Traffic 

2 XXX 10.2.1.168 74.125.239.134 Suspicious user-agent strings 

4 XXX 10.9.2.112 82.80.204.14 Suspicious user-agent strings 

4 XXX 192.168.41.147 82.80.204.14 Suspicious user-agent strings 

4 XXX 12.226.156.245 176.227.212.13 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.243 176.227.212.13 Sipvicious.Gen User-Agent Traffic 

4 XXX 10.2.1.168 82.80.204.14 Suspicious user-agent strings 

2 XXX 10.9.2.112 74.125.239.41 Suspicious user-agent strings 

2 XXX 192.168.41.154 74.125.239.36 Suspicious user-agent strings 

2 XXX 192.168.41.147 74.125.239.46 Suspicious user-agent strings 

4 XXX 12.226.156.243 37.0.124.131 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.245 37.0.124.131 Sipvicious.Gen User-Agent Traffic 

4 XXX 192.168.41.70 207.244.66.33 Suspicious user-agent strings 

2 XXX 192.168.41.154 74.125.224.69 Suspicious user-agent strings 

2 XXX 192.168.41.147 74.125.239.37 Suspicious user-agent strings 

4 XXX 12.226.156.245 85.25.43.201 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.243 85.25.195.175 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.245 188.138.89.104 Sipvicious.Gen User-Agent Traffic 

2 XXX 192.168.41.113 74.125.239.8 Suspicious user-agent strings 

4 XXX 12.226.156.243 188.138.89.104 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.245 136.159.54.46 Sipvicious.Gen User-Agent Traffic 

2 XXX 192.168.41.154 74.125.239.41 Suspicious user-agent strings 

2 XXX 192.168.41.113 74.125.239.39 Suspicious user-agent strings 

2 XXX 192.168.41.113 74.125.239.38 Suspicious user-agent strings 

2 XXX 10.9.2.112 74.125.239.46 Suspicious user-agent strings 

2 XXX 10.2.1.168 74.125.239.98 Suspicious user-agent strings 

2 XXX 192.168.41.154 74.125.239.8 Suspicious user-agent strings 

2 XXX 10.2.1.168 74.125.224.196 Suspicious user-agent strings 

2 XXX 192.168.41.113 74.125.239.34 Suspicious user-agent strings 

2 XXX 192.168.41.154 74.125.239.135 Suspicious user-agent strings 

2 XXX 10.2.1.157 74.125.224.132 Suspicious user-agent strings 

4 XXX 12.226.156.243 207.244.66.108 Sipvicious.Gen User-Agent Traffic 

2 XXX 192.168.41.154 74.125.224.195 Suspicious user-agent strings 

2 XXX 10.2.1.168 74.125.224.131 Suspicious user-agent strings 

4 XXX 10.2.1.157 82.80.204.14 Suspicious user-agent strings 

4 XXX 12.226.156.243 136.159.54.46 Sipvicious.Gen User-Agent Traffic 

2 XXX 10.2.1.168 74.125.239.137 Suspicious user-agent strings 

2 XXX 192.168.41.147 74.125.239.41 Suspicious user-agent strings 

4 XXX 12.226.156.243 85.25.43.201 Sipvicious.Gen User-Agent Traffic 

2 XXX 10.9.2.112 74.125.239.131 Suspicious user-agent strings 

2 XXX 192.168.41.154 74.125.239.99 Suspicious user-agent strings 

4 XXX 12.226.156.245 199.19.109.76 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.245 5.135.58.232 Sipvicious.Gen User-Agent Traffic 

4 XXX 12.226.156.243 95.163.121.157 Sipvicious.Gen User-Agent Traffic 

2 XXX 192.168.41.154 74.125.239.100 Suspicious user-agent strings 

2 Pages Removed 
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10. Top Risk Users 
Risk Source address Source Host Name Application Destination Bytes Sessions 

4 98.198.90.6 c-98-198-90-6.hsd1.tx.comcast.net ssl 12.226.156.243 15740973843 676 

4 10.2.1.34 garik-lt.storcloudinc.local ssh 71.202.167.110 14791046826 41 

4 10.4.26.32 10.4.26.32 web-browsing 23.204.108.50 4539632470 1 

4 10.65.3.35 10.65.3.35 gmail-base 74.125.129.109 3386171050 2252 

4 24.7.117.60 c-24-7-117-60.hsd1.ca.comcast.net ssl 12.226.156.243 3063580723 6051 

4 192.168.41.170 vojins-mac-mini.XYZinc.com gmail-base 74.125.25.108 2872655368 510 

4 192.168.41.170 vojins-mac-mini.XYZinc.com gmail-base 173.194.79.109 2512838057 251 

4 24.5.203.165 c-24-5-203-165.hsd1.ca.comcast.net ssl 12.226.156.243 2373472839 62374 

5 10.4.26.50 10.4.26.50 ftp 69.31.121.53 1769370134 174 

4 192.168.41.170 vojins-mac-mini.XYZinc.com gmail-base 173.194.79.108 1537740416 286 

4 24.130.62.160 24.130.62.160 ssl 12.226.156.243 1249539922 9309 

4 192.168.41.170 vojins-mac-mini.XYZinc.com gmail-base 74.125.25.109 908226454 588 

4 192.168.41.170 vojins-mac-mini.XYZinc.com gmail-base 74.125.129.108 874296118 713 

4 10.65.2.134 10.65.2.134 rtmp 208.67.238.180 863358767 8 

4 192.168.41.199 XYZ-38133.XYZinc.com ssl 157.56.17.221 846098684 14420 

4 99.25.38.135 99-25-38-
135.lightspeed.sntcca.sbcglobal.net 

ssl 12.226.156.243 830941382 78068 

4 76.220.49.139 76-220-49-
139.lightspeed.sntcca.sbcglobal.net 

ssl 12.226.156.243 798317241 4546 

4 192.168.41.170 vojins-mac-mini.XYZinc.com gmail-base 74.125.129.109 790159998 185 

4 * 192.168.41.68 rsarno-lt.XYZinc.com ssl 175.139.242.52 810437602 5835 
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11. Top Viruses 

Risk 
Threat/Content Name 

Source 
Country 

Source address 
Destination 

User 
Destination Destination Host Name 

4 Virus/Win32.WGeneric.chzdh United 
States 

54.230.140.40 XXX 192.168.41.70 vojin.XYZinc.com 

4 Virus/Win32.WGeneric.cdrum Canada 67.210.218.136 XXX 10.2.1.48 marvin7.storcloudinc.lo
cal 

5 Trojan/Win32.upatre.in United 
States 

64.183.58.2 XXX 12.226.156.243 Ext Mail Server 

4 Virus/Win32.WGeneric.cnbb
w 

United 
States 

207.86.215.184 XXX 192.168.41.62 sky-
7cm29w1.XYZinc.com 

4 Virus/Win32.WGeneric.cfgfg Spain 46.28.209.33 XXX 192.168.41.32 XYZ-jyf64x1.XYZinc.com 

4 Virus/Win32.WGeneric.chuqy United 
States 

208.111.148.6 XXX 10.2.1.67 hzhang-
pc.storcloudinc.local 

4 PWS/Win32.zbot.ykqr India 113.30.141.15 XXX 192.168.41.90 sky-
cwk8kx1.XYZinc.com 

4 Virus/Win32.WGeneric.cfxtq United 
States 

54.230.141.55 XXX 10.65.3.34 10.65.3.34 

4 Virus/Win32.WGeneric.cfgfg United 
States 

8.26.198.253 XXX 192.168.41.32 XYZ-jyf64x1.XYZinc.com 

5 Trojan/Win32.upatre.in United 
States 

66.96.184.5 XXX 12.226.156.243 Ext Mail Server 

4 Virus/Win32.WGeneric.cnibw Ukraine 195.66.79.101 XXX 192.168.41.70 vojin.XYZinc.com 

4 Virus/Win32.WGeneric.cfgfg United 
States 

8.27.254.249 XXX 192.168.41.32 XYZ-jyf64x1.XYZinc.com 

5 Trojan/Win32.upatre.hu Viet 
Nam 

115.78.231.120 XXX 12.226.156.243 Ext Mail Server 

4 Virus/Win32.WGeneric.cnibv United 
States 

207.109.230.18
6 

XXX 192.168.41.70 vojin.XYZinc.com 

4 Worm/Win32.gamarue.clo United 
States 

54.230.142.161 XXX 10.2.1.67 hzhang-
pc.storcloudinc.local 

5 Trojan/Win32.kryptik.axjjj Argenti
na 

181.95.122.79 XXX 12.226.156.243 Ext Mail Server 

4 Virus/Win32.WGeneric.cdtnz United 
States 

205.251.73.100 XXX 192.168.41.57 sky-
dbr8kx1.XYZinc.com 

5 Trojan/Win32.upatre.in Mexico 187.162.4.206 XXX 12.226.156.243 Ext Mail Server 

5 Virus/Win32.WGeneric.cnjge United 
Kingdo
m 

46.16.212.161 XXX 12.226.156.243 Ext Mail Server 

4 Virus/Win32.WGeneric.cfgfg United 
States 

216.137.37.239 XXX 192.168.41.32 XYZ-jyf64x1.XYZinc.com 

4 Virus/Win32.WGeneric.cfgfg United 
States 

54.230.145.74 XXX 192.168.41.32 XYZ-jyf64x1.XYZinc.com 

5 TrojanDownloader/Win32.up
atre.gz 

United 
States 

174.78.159.90 XXX 12.226.156.243 Ext Mail Server 

4 Virus/Win32.WGeneric.apfzx United 
States 

67.159.45.190 XXX 10.65.3.17 10.65.3.17 
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12. Top Vulnerabilities 

Risk Threat/Content Name Application 
Destination 

address 
Destination Host Name Source User 

Source 
address 

4 SIP Register Request Attempt sip 207.166.203.45 N2net SIP server XXX 10.9.9.9 

4 SIP Register Message Brute-
force Attack 

sip 207.166.203.45 N2net SIP server XXX 10.9.9.9 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.84 192.168.41.84 XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.47 bkorb-vm.XYZinc.com XXX 10.1.1.2 

4 SIP Register Request Attempt sip 207.166.203.45 N2net SIP server XXX 10.9.9.18 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.47 bkorb-vm.XYZinc.com XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.2 DHCP Server XXX 10.1.1.2 

2 Microsoft Windows SMB 
Fragmentation RPC Request 
Attempt 

msrpc 192.168.41.2 DHCP Server XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.84 192.168.41.84 XXX 10.1.1.2 

2 NetBIOS nbtstat query netbios-ns 192.168.41.170 vojins-mac-
mini.XYZinc.com 

XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.97 stoo.XYZinc.com XXX 10.1.1.2 

4 SSH2 Login Attempt ssh 10.4.25.34 10.4.25.34 XXX 192.168.41.97 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.98 jmass-vm.XYZinc.com XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.81 sky-4hcvkx1.XYZinc.com XXX 10.1.1.2 

4 SSH2 Login Attempt ssh 10.4.25.36 10.4.25.36 XXX 192.168.41.97 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.165 skumar-vm.XYZinc.com XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.165 skumar-vm.XYZinc.com XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.195 sgazit-vm.XYZinc.com XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.98 jmass-vm.XYZinc.com XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.201 192.168.41.201 XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.195 sgazit-vm.XYZinc.com XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.146 192.168.41.146 XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.123 sroberts-lt.XYZinc.com XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.152 cdash-vm.XYZinc.com XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.201 192.168.41.201 XXX 10.1.1.2 

2 Microsoft Windows SMB 
Fragmentation RPC Request 
Attempt 

msrpc 10.1.1.3 DNS Server_3 XXX 192.168.41.140 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.123 sroberts-lt.XYZinc.com XXX 10.1.1.2 

2 Microsoft Windows SMB 
Fragmentation RPC Request 
Attempt 

msrpc 10.1.1.3 DNS Server_3 XXX 192.168.41.140 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 10.2.0.20 10.2.0.20 XXX 10.1.1.2 

3 Windows SMB Login Attempt ms-ds-smb 192.168.41.113 192.168.41.113 XXX 10.1.1.2 

3 Microsoft Windows SMB 
Negotiate Request 

ms-ds-smb 192.168.41.147 sky-72pxzw1.XYZinc.com XXX 10.1.1.2 

2 Microsoft Windows SMB 
Fragmentation RPC Request 
Attempt 

msrpc 192.168.41.147 sky-72pxzw1.XYZinc.com XXX 10.1.1.2 

2 Microsoft Windows user 
enumeration 

msrpc 10.1.1.4 sky-hq-dc2.XYZinc.com XXX 192.168.41.65 

2 Microsoft Windows SMB 
Fragmentation RPC Request 
Attempt 

msrpc 10.1.1.3 DNS Server_3 XXX 192.168.41.140 

6 Pages Removed 



 

  
 

 

 

 Applications and Network Traffic Analysis Page: 16 

13. Hi Skype Users: 

Users Activities 
Counts 
(Times) 

Destinations 

XXX Skype 400 40 countries 
XXX Skype 80 

 
XXX Skype 45 

 
XXX Dating 20 

 

14. Hi Skype Users by Traffic Volume: 

Receive 
Time 

Source address Source User Application  Bytes  Destination 
Country 

4/17/2014 
12:29 

10.65.2.134 XXX skype   1,302,989,017  TR 

4/1/2014 
13:05 

10.65.2.134 XXX skype   1,233,705,476  TR 

4/9/2014 
11:58 

10.65.2.134 XXX skype   1,086,484,275  TR 

3/27/2014 
12:28 

10.65.2.134 XXX skype   1,059,541,694  TR 

4/3/2014 
12:45 

10.65.2.134 XXX skype      748,135,852  TR 

4/21/2014 
11:05 

192.168.41.21 XXX skype      402,223,851  RU 

4/22/2014 
10:59 

192.168.41.21 XXX skype      276,765,475  RU 

4/19/2014 
11:25 

192.168.41.23 XXX skype      213,765,881  SK 

3/26/2014 
19:35 

192.168.41.243 XXX skype      186,039,127  CN 

3/21/2014 
21:18 

192.168.41.243 XXX skype        37,484,199  CN 

3/26/2014 
8:06 

10.2.1.164 XXX skype        33,974,274  CZ 

4/7/2014 
9:32 

192.168.41.42 XXX skype        32,762,426  IN 

3/26/2014 
20:30 

192.168.41.243 XXX skype        14,799,002  CN 

4/9/2014 
9:24 

192.168.41.42 XXX skype        13,868,513  IN 

4/1/2014 
14:12 

10.2.1.164 XXX skype        13,283,604  CZ 

3/20/2014 
13:37 

192.168.41.31 XXX skype        11,990,812  CZ 

3/26/2014 
20:30 

192.168.41.243 XXX skype        11,742,533  CA 

3/28/2014 
18:48 

192.168.41.112 XXX skype        11,552,179  KR 

4/18/2014 
14:47 

192.168.41.23 XXX skype        11,048,184  SE 

4/18/2014 
11:54 

192.168.41.171 XXX skype        11,048,174  FR 

2 Pages Removed 
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15. Findings: 

  
During the planning phase for the Infoguard analysis, the XYZ team explained that their environment is 
relatively open but the inability to see which applications were traversing the network introduces a wide 
range of business and security risks. The analysis uncovered the following items. 

 Activity concealment applications. Activity concealment applications were found on the 

network. IT savvy users are now using these applications to conceal their activity and bypass 
security. 

 P2P and online file transfer application usage. P2P and online file transfer/sharing 

applications were found, exposing XYZ to security, data loss and copyright infringement risks. 

 Media and social networking application usage. Applications that are used for 

entertainment and socializing (media, audio, social networking) were found on the network. 
These applications represent significant challenges to IT – how to balance morale, 
recruitment/retention and end-user satisfaction with productivity, threat exposure, compliance, 
and data loss risks. 

 Use of Webmail, IM and VoIP. Examples of these applications were found on the network. 

Many of these applications can easily bypass firewalls and act as threat vectors as well as being 
an avenue for data leakage. 

Recommendations: 

 Implement appropriate application usage and web surfing policies 

Like most organizations, XYZ lacks fine-grained policy governing application use - because it hasn't 
historically been necessary or enforceable. With the growth in user-controlled applications, their 
tendency to carry evasive characteristics, and the threats that take advantage of them, we 
recommend adjusting the Acceptable Use Policies (AUP) to govern use on a per application or 
application category basis, now that such governance is both necessary and enforceable. 

 Address high risk areas such as P2P and online file transfer/sharing 

The risks associated with these applications may present problems for XYZ as employees use 
these applications to bypass existing traditional controls. Without understanding, categorizing, 
and mitigating risk in these areas, XYZ exposes itself to possible unauthorized data transfer as 
well as the associated application level threats. 

 Implement policies dictating use of proxies and remote access applications 

These applications are sometimes used by employees who want to access their home machines 
and the applications on them. This represents a possible threat vector as well as a productivity 
drain. XYZ should implement policies dictating the use of these applications. Possible options are 
to dictate which groups can use a specific proxy or remote access application and then block all 
others. 

 Regain control over media applications 

XYZ should look at applying policies to rein in the use of these applications without offending the 
user community. Possible options would be a time-based schedule, or QoS marking to limit 
consumption. 

 Seek Application Visibility and Control 

The only way to mitigate the application-level risk is first to have visibility of application traffic, 
then to understand it, and finally to be able to create and enforce policy governing it. There are a 
few technologies that offer some of the visibility required for certain types of applications. 
recommendation involves deploying a security-based technologies in XYZ network and creating 
the appropriate application-granular policies to ensure visibility into application traffic and that 
the network is being used according to the XYZ’s priorities. 
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16. Appendix A: Business Risk Definitions 

When developing the risk analysis above, we looked at the potential impact the application could have on the 
enterprise and the processes within. Risks to the business break down into the following five categories. 

 

 Confidential Data & Intellectual Property Loss 
The risk of data loss is the traditional information security set of risks – those associated with the theft, 
leakage, or destruction of data. Examples include many public thefts of customer data, theft or inadvertent 
leak of intellectual property, or destruction of data due to a security threat/breach. A variety of threats 
play a role, including exploits borne by applications (e.g., Facebook, Kazaa, IM, webmail), and non-
business-related applications running on enterprise resources (e.g., BitTorrent, IM). 
 

 Productivity 
Risk to productivity stems from misuse. This can take two forms: 
 Employees are using non-work-related applications instead of doing their job (e.g. Myspace, Facebook, 

personal email, blogging) 
 Non-work applications consume so much bandwidth that legitimate applications function poorly (e.g., 

YouTube, streaming/HTTP audio) 
 

 Compliance 
Most organizations must comply with an array of government and business regulations – in the US, this 
includes FISMA, ISO27000, SOX, GLBA, HIPAA and PCI. Most of these focus on safeguarding an organization’s 
operational, financial, intelectual properties, customer, or employee data. Certain applications represent 
significant threats to that information – either themselves or with the threats that target them (e.g., 
BitTorrent and MySpace, respectively). Any application that can transfer files (webmail, Skype, IM) can 
represent significant security and compliance issues. 

 

 Operational Costs 
Risks to operational costs come in two flavors – one, having applications and infrastructure that is used 
inappropriately to such an extent that more must be bought (e.g., WAN circuits upgraded due to streaming 
video) to ensure that business processes work, and two, incidents and exploits resulting in IT expense (e.g., 
rebuilding servers or networks following a security incident involving an exploit or virus). 

 

 Business Continuity 
Business continuity risks refer to applications (or the threats they carry) that can bring down or otherwise 
make unavailable critical components of certain business processes. Examples include email, transaction 
processing applications, or public-facing applications harmed by threats or effectively denied service via 
excessive consumption of resources by non-business applications. 

 
 


